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Course Introduction

As financial institutions become more reliant on technology, it is important that they have a better understanding of their information
systems to mitigate and monitor risks. Using basic concepts without using technical jargon, this presentation describes and

demonstrates fundamental information-security strategies for protecting your information systems. Many of the security principles
presented are described in the FFIEC IT Examination Handbook and various interagency guidelines. Senior management, information
security officers, information systems administrators, operations manager, IT audtiors and anyone responsible for the cybersecurity
tasks would benefit from this session.

Key Topics

Information Security Concepts Security Testing & Monitoring

- Cyber threat landscape - Managed detection and response
- Threat actors - Vulnerability scanning

- Case study * Penetration testing

- Social engineering
IT Risk Management

- Risk assessments Network Audit Tools & Cyber Resources
- Audit planning - Patch management
- Malware
Network Security Management - Microsoft Active Directory user-account
- Data backup strategies auditing
- Data encryption - Threat Intelligence
- Basic group-policy management
- User-access privileges At the conclusion of this seminar, participants
- Perimeter protection strategies should be able to:

- Vulnerability management

- Mobile-device security

- Remote access

- Network segmentation

- Identity and authorization management
- Physical and environmental security

IT Outsourcing

- Outsourcing types

- Cloud computing

- Third-party risk management

- Comprehend basic information-security
concepts and best practices;

- Understand controls for defending against
cyber threats;

- Have knowledge of methods for testing and
monitoring security controls; and

- Understand how to use free network audit
tools that are at your disposal.




S
Registration Fees & Information

CBAlI MEMBER *PROSPECTIVE-MEMBER

First Person.........ccceuueeiiiiiiimnniiinieiennnncieneenns $299 First Person.........cccuuueeiiiiiimmnniiininiennnnnceeeeeens $499
Each additional............ccceeueeiiiinniiinennieeiennnenns $279 each Each additional...........ccccoeeveueiiiiennieiiennieneennnnns $479
On-Demand Recorded Session..........ccccceuevuennes $525 On-Demand Recorded Session...........cccceuveeuennnes $1,050

CDD members receive a 10% discount on live registration only. *Only financial institutions/firms eligible for CBAI
membership.

CANCELLATION POLICY

Registrants cancelling two days prior to each seminar receive a 100% refund; one day prior, 50%; the day of the seminar, no refund.
All cancellations must be made in writing prior to the seminar day. Invoices and training materials will be sent to all “no shows.” Fees
include handout materials, breakfast, lunch and refreshment breaks. An income-tax deduction may be allowed for educational
expenses undertaken to maintain or improve professional skills.

TRAINING MATERIALS

Prior to the seminar, you will be emailed a link containing handout materials, seminar certificate, evaluation form and seminar
attendee list. Please print and bring materials with you or download them on your own device to access during the program. CBAI
will provide power cords in several designated locations to charge devices. (NOTE: If you have NOT received the link one day prior to
the seminar, please email Melinda McClelland at melindam@cbai.com or call 800.736.2224) The on-demand recorded session will be
emailed to participants approximately 7-10 business days after the live event takes place. Your entire bank can utilize this session for
training as it includes the video from the day of the program, plus the exact same handout materials as the live session. For more
information, please contact Melinda at CBAI Headquarters.

CONTINUING EDUCATION

CBAI is a registered Public Accounting Continuing Professional Education (CPE) provider by the Illinois Department of Financial and
Professional Regulation. If you have earned an ICBA Certification, CPE credit earned through your state banking association may be
submitted for CPE purposes. Please note, approval is subject to review and must satisfy the respective certification requirements.

Meet Your Instructor

Mark Scholl, a retired partner from Wipfli LLP and member of the Board of Directors
at Sauk Vvalley Bank, leads this program. He has experience in all aspects of information-
security services including information-system security auditing and ethical hacking. Scholl
has over 40 years of technology experience with the last 30 years providing consulting
services such as network design and installation, information systems support, IT auditing,
perimeter-intrusion testing, IT training and many other information-security services. Scholl
earned a bachelor of science degree at lIllinois State University, Normal, and has IT
certifications as Certified Information Systems Security Professional (CISSP), Certified
Information Systems Auditor (CISA), and Certified Ethical Hacker (CEH).
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Registration Form

Cybersecurity Threats, Trends & Proactive Strategies for Financial Institutions

On-Demand Recorded Session

June 9, 2026 - Shazam Education Center, Springfield

Bank Name Telephone #

Address

City, State, Zip

Registrant Name

Registrant E-Mail Title
Registrant Name

Registrant E-Mail Title

I have special needs, please contact me before the seminar.
Please select your payment method: Check Enclosed Check in Mail Pay at Door Credit Card*

*If you are paying by credit card, please fill out the following information. (Visa, MasterCard & Discover accepted.

Name as it Reads on Card

Billing Address of Card

Card Number

Exp. Date

Security Code
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