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Layered Cybersecurity: Finding the Best Strategy for Your Bank
Cybersecurity Assessment Tool 2.0 & GLBA Privacy
GLBA Security Expectations, Internal Controls & the Human Factor

Building & Sustaining a Cyber Intelligence Unit (CIU)




WHY PARTICIPATE?

Financial institutions rely heavily on IT professionals to
keep their myriad internal systems up-to-date and im-
plement new technologies for employees and
accountholders. Regardless of how technology is struc-
tured and deployed, financial institutions remain a
prime target for data breaches, cyber-attacks, fraud and
scams from unseen criminals. Regulators continue to
focus on cybersecurity in the wake of numerous, highly
publicized data breaches. Now, more than ever, it is
crucial that IT professionals obtain current, relevant
and ongoing training to protect data integrity and func-
tionality. Ensure your IT strategy strikes the right
balance with this series. You may register for the entire
series or individual sessions.

THREE REGISTRATION OPTIONS

1. LIVE WEBINAR

The live webinar allows you to have up to three audio
and Internet connections to view online visuals as the
presentation is delivered. You may have as many peo-
ple as you like listen from your office speaker phone.
Registrants receive a toll-free number and pass code

that allow entrance to the seminar. The session is ap-
proximately 90 minutes, including question and answer
sessions. Seminar materials, including instructions, PIN
number and handouts are emailed to you prior to the
broadcast. You need the most-current version of Adobe
Reader available free at www.adobe.com.

2. ON-DEMAND WEB LINK

Can't attend the live webinar? The on-demand web link
is a recording of the live event including audio, visuals
and handouts. You even receive the presenter's e-mail
address so you may ask follow-up questions. Within
five business days following the webinar, you are pro-
vided with a web link that can be viewed anytime for
the next six months. This link expires six months after
the live program date.

3. BOTH LIVE WEBINAR AND ON-DEMAND WEB LINK
Includes options 1 and 2 above.

Listen on your iPad, iPhone, or Android (Instructions
will be emailed to you with the on-demand link).

LAYERED CYBERSECURITY: FINDING THE BEST STRATEGY FOR
YOUR BANK
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GLBA SECURITY EXPECTATIONS, INTERNAL CONTROLS &
THE HUMAN FACTOR

OCTOBER 14, 2020

CYBERSECURITY ASSESSMENT TOOL 2.0 & GLBA PRIVACY

SEPTEMBER 9, 2020
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OCTOBER 28, 2020
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It’s no secret that the financial industry is a prime target
for cyberattacks. You control vital information that the
bad guys want and are willing to expend the necessary
time and resources to get. To defend against such at-
tacks, your cybersecurity strategy needs to include a

layered approach for prevention and detection. This we-
binar explains who your adversaries are and what
security services you should have in place to secure your
organization. Don’t be an easy target.

This webinar is an introduction to the FFIEC’s Cybersecu-
rity Assessment Tool (CAT) and delves into its history and
the evolution, including the change from a binary ap-
proach (i.e., control exists or does not exist) to the

current assessment of cybersecurity readiness measure-
ment. This introductory webinar provides an overview of
GLBA compliance and application of the CAT tool/process
for measuring, tracking and reporting compliance.

Take a deep dive into GLBA expectations and learn how
to apply the FFIEC’s Cybersecurity Assessment Tool
(CAT) and process to address those expectations. You
learn best practice internal controls that are tied back to
GLBA expectations for running a safe and sound cyber-
security operation. Case studies highlighting the “human
factor” in the security chain are emphasized to demon-

strate where risky exceptions can arise. This webinar
also addresses the threats of targeted attacks and phish-
ing/vishing. Examples of publicized breaches and
spear-phishing are examined, such as the compromise of
John Podesta’s email from “Gmail” advising he must
change his password for security reasons.

This advanced webinar explores the strategy and struc-
ture of mature cybersecurity operations within financial
institutions. It leverages the concept of a Financial Intel-
ligence Unit (FIU) from the BSA/fraud spaces as the
beginnings of an example for a Cyber Intelligence Unit
(CIU). Take this opportunity to explore examples of ma-
ture cybersecurity operations; how these operations

leverage internal and external resources for threat intel-
ligence, such as FS-ISAC and InfraGard; how to
effectively collaborate and share threat intelligence; and
how to perform Red Team/Blue Team/Purple Team ac-
tivities and “threat hunting” exercises to further improve
your cybersecurity profile and operations.



You can choose to participate in the Cyber Series Telephone/Webcasts as a series or as one or more stand-

alone webinars.

CYBER SERIES TELEPHONE/WEBCAST SERIES (ALL FOUR SESSIONS)

Purchase Training Options CBAI Member Non-Member*
(Check one) (Registration includes one location hook-up)
Live Webinar $1,100 $1,900
On-Demand Link $1,100 $1,900
Special Pricing for Live Webinar & On-Demand Link $1,500 $2,300
INDIVIDUAL SESSION
Purchase Training Options CBAI Member Non-Member*
(Check one) (Registration includes one location hook-up)
Live Webinar $275 $475
On-Demand Link $275 $475
Special Pricing for Live Webinar & On-Demand Link $375 $575

Name

*Only financial institutions/firms eligible for CBAI membership.

Please check below which session(s) you are registering for.

ugust 13, 2020 — Layered Cybersecurity: Finding the Best Strategy for Your Bank
September 9, 2020 — Cybersecurity Assessment Tool 2.0 & GLBA Privacy
October 14, 2020 — GLBA Security Expectations, Internal Controls & the Human Factor
October 28, 2020 — Building & Sustaining a Cyber Intelligence Unit (CIU)

Bank

Address

Phone

Email*

* (E-mail address required for registration).

Fax this registration form to:

Mail Registration to:

Name as It Reads on Card

217/585-8738 Call for more information: 800/736-2224
CBAI Education Department, 901 Community Drive, Springfield, IL. 62703

Card Number

Billing Address of Card

Expiration Date,

Three-Digit Security Code

(MasterCard, Visa & Discover accepted)
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